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Why is this important?

Congested, Contested and Competitive

1,100 active systems

21,000 trackable debris

Antisatellite capabiliti
(hard-kill 7

A total of 11 countries operate 22 launch sites.

More than 60 nations and government consortia
operate satellites.

50% + NATO Allies have space capabilities



Who is doing this?

Bleddyn E. Bowen has presents a rump materialist evaluation of the current
distribution of spacepower in the international system (Bowen, 2018)

‘Spacepower is ‘the use of outer space’s military and economic advantages
for strategic ends’, and a ‘space power’ is an enti
its political objectives




Who is doing this?

We can use a three-tiered analysis of spacepower

Bowen argues: ‘a tripolar top-level of spacepower is in effect’




Tier 1 Space Powers USA Ru55|a and Ch|na

(Bowen 2018)

' . possess extant or almost operatlonal Iaunch capablllty for both Iow Earth orb|taI and |
geostatlonary Iaunches - '

e -;possess space agenues space programmes that have evoIved from balktlc m|55|le
_and nuclear prOgrammes = S '

vpossess a hlgh degree of space technology productlon capablllty for war, s

e .development and prestige obJectlves

. '.possess soft- k|II and hard k|II ant| sateIIIte (or counterspace) weapons that may be e
: "based on Earth or in space | . -

. _possess a network of space observation systems.



' "T|er 2 Space Powers Japan Indla and the (EUd'Sh)

(Bowen 2018)

Aproduce some of the|r own space technology W|th a speC|aI|sat|on in two but rarer 3
three of the purposes of spacepower _ o - '

" - .havea basiC'lraU”‘Qh CaPaCitV- Sl e e ¢
~ have national-spa-ce age‘ncies. |

= frequently out of nece55|ty coIIaborate W|th other states in the productlon of crUCIaI -
= space technolog|es | ‘

__ - may possess reIatlver smaII numbers of space observatlon S|tes that are I|nked into
o T|er 1 or other T|er 2 SSA systems A | ' =



Tier 3 Space Powers aII the rest
»(Bowen 2018) oS | |
dfferc)ccasionalc.ohfributipns in space fechhcﬁlogy L
'.'almc')stalwéYS ‘vﬁu'rCha'se_’-space techﬁolbgy or services from tﬁl rd pa rtji'e.As' o
“almost always coIIa;era't.e' wjth other more capable s.pa'cf..eac.tors‘. L

© - *Vast majority of EU and NATO member states



- EU..'}'IVIS Qf_NATC)‘ and EU 'I\/IS d.e'ployed moré_'.sat'ellites than India&lapan_ -
| : CoIIect|ver start to resemble a T|er 1 space power . ‘_

v.sEspeuaIIy glven the mdependent Iaunch capablllty prOVIded by the ESX F

Conslde'rable'adva-ntages in the area of space sltu_atlonal awareness (SSA)_ G

: SSA_js essenti_al_ Capability_fbr'inte”igenceuand‘nﬁili’tary,pu'rpos’es f

- EUis arguably cementmg itself.as a major space power through
- mdependent launch serV|ces | | : .
e GIobaI Navigation SateII|te System GaI|Ieo & Copernlcus :



Three Segments of Satellite Operations

~© Satellites

Control Center

Tracking Station
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Bulgaria Lithuania
Estonia* Poland*
Hungary* Slovakia
Latvia Slovenia*

Legend:

* ESA Cooperation Agreement

*Not a member of EDA

° NATO Partnership For Peace Member
°EDA Cooperation Agreement

The United States has a Space Policy




Space Capability

NATO Uses (not all inclusive)

Example Systems

Position, Velocity, Time
and Navigation

- Precision strike
» Force navigation
- Support to PR/CSAR

- Network timing

- Global Positioning System (US)
- Galileo (EU)

Integrated Tactical Warning and
Threat Assessment

» Force protection
- Attribution
- Missile defence

- Space Based Infrared System (US)
- Spirale (FRA”)

Environmental Monitoring

» Mission planning
- Munitions selection

* Defense Meteorological
Satellite Program (US)

- Weather forecasting - EUMETSAT (EU)
Communications - Command and Control - Syracuse (FRA)

- Unmanned Aerial Vehicle ops * SICRAL (ITA)

» Deployed communications * SKYNET (UK)
Intelligence, Surveillance and - Order of battle - SAR Lupe (DEU)
Reconnaissance - Battle damage assessment « COSMO SKYMED (ITA)

- Targeting « HELIOS (FRA)



US, EU and NATO Rhetoric on Space Deterrence

Space is one of our vital national interests... and it is becoming a
contested war-fighting domain and we have to adapt to that
reality. It is a domain that we must be equally prepared as all of
the other domains [air, sea land cyber]. It is no longer a new
domain, it is a domain. (James N. Mattis US Secretary of
Defense at Sheetz, 2018)

The United States Government shall:
Demonstrate U.S. leadership in space-related fora and activitie
to: reassure allies of U.S. commitments to collective self-
defense; identify areas of mutual interest and benefit; and
promote U.S. commercial space regulations and encourage
interoperability with these regulations



US NATIONAL SECURITY SPACE STRATEGY

Prevent and deter aggression against space
infrastructure that supports U.S. national security

The United States will employ a variety of measures to
help assure the use of space for all responsible parties,
and, consistent with the inherent right of self-defense,
deter others from interference and attack, defend our
space systems and contribute to the defense of allied
space systems, and, if deterrence fails, defeat efforts
to attack them

Develop capabilities, plans, and options to deter,
defend against, and, if necessary, defeat efforts to
interfere with or attack U.S. or allied space systems




As Interpreted by NATO

‘The extension of deterrence to include the domains of cyber and space presents a considerable additional challenge to
the management of any such a crisis, whether intended or otherwise!

Strategic Concept Declaration Specified and ITmplied Space— Related Tasks

Safeguard thhe freedomrm and security of all members by Provide strategic intelligence, miissile warning, satellite

political and military means Nnavigation, satellite communication

Deter and defend against threats, including emerging Develop credible deterrence mechanisms for

security challenges, where they threaten fundamental space systerms and defensive mieasures to preserve

security of individual Allies or thhe Alliance as a whole space capabilities in support of operations should
deterrence fail

Enhance international security through partnerships, Conduct non-invasive treaty monitoring to aid inter—

contributing to arrms control, non—-proliferation anmnd Nnational efforts to control arrms and non—-proliferation

disarrmament

Countries are increasingly reliant on communication, Provide for secure, defendable, and redundant

Ttransport and transit routes for international trade, satellite communications as a Mmechanism through

energy and prosperity which international trade is regularly conducted

Environmental and resocource constraints including water Provide persistent, non-invasive, global monitoring

scarcity and increasing energy needs have potential to warn of emerging crises

Tto significantly affect NATO planning and operations

Maintain the ability to sustain concurrent Mmiajor joint Provide thhe virtual infrastructure required for modern

operations and several smaller operations for collective miilitary operations including satellite commmuni-

defence and crisis response, including at strategic cations, remotely piloted vehicles and all-weather

distance precision strike

Develop a ballistic miissile defence capability for Conduct space operations to enable all phases

populations and territory of Integrated Air and Missile Defence defined as:

- Surveillance

- Battle Management, Command, Control,
Communications, and Intelligence

- Active Air Operations

- Passive Air Operations

Be prepared to contribute to stabilisation Aid host—nations by providing satellite communi—
and reconstruction cations, navigation and imagery to plan and monitor
reconstruction efforts




NATO

Lessons learned in recent NATO-led
operations have lead to lessons-
learned:

the Alliance is dependent on Space
capabilities and the support
provided by the professionals,
agencies, and nations that manage
and operate the related-systems.

It is obvious that NATO commanders,
staffs and forces must continue to
gain knowledge and experience to
better orchestrate Space support to
operations.




NATO

A number of significant technology-
related  trends including  the
development of laser weapons,
electronic warfare and technologies
that impede access to space -
appear poised to have major global
effects that will impact on NATO
military planning and operations.

(NATO Strategic Concept, 2010)




NATO

NATO is an alliance enabled by space.
NATO operations increasingly take
advantage of space, but potential
adversaries are seeking to negate that
advantage

- e.g. Libya, Afghanistan, NATO Maritime Forces

NATO is critically dependent on space
but its doctrine and planning have not
kept up.

A\

NATO doctrine and planning need to
evolve in order to preserve the
operational benefits afforded by space-
based capabilities and to minimize
vulherabilities




The EU

Space technologies, data and services can support numerous EU
policies and key political priorities, including the competitiveness of
our economy, migration, climate change, the Digital Single Market
and sustainable management of natural resources.

Space is also of strategic importance for Europe. It reinforces
Europe’s role as a stronger global player and is an asset for its
security and defence.

Europe has a world-class space sector, with a strong satellite
manufacturing industry, which captures around 33 % of the open
world markets, and a dynamic downstream services sector with a
large number of SMEs.

The European space economy, including manufacturing and
services, employs over 230 000 professionals and its value was
estimated at EUR 46-54 billion in 2014, representing around 21% of
the value of the global space sector

( Space Strategy for Europe, 2016)




Key Research Questions

Is ‘space deterrence’ credible?

If so, is capable, credible and
properly communicated?

How can the US and NATO
provide for extended
deterrence?

What lessons can be applied
from traditional deterrence
(nuclear deterrence)?

And what are the limitations of
this?

Implications for the character of
war and the Laws of Armed
Conflict?




Deterrence : key definitions

Glenn Snyder defines deterrence as:

“discouraging the enemy from taking military action by posing for him a prospect of
cost and risk outweighing his prospective gain”

As a result, deterrence of aggression agai
simply an extension
e succeeds by altering the cost-
of a potential aggressor.



Deterrence : key definitions

Changing an aggressor’s expected costs requires that the deterrer focus on three
elements:

capability, credibility, and communication.




Deterrence : key definitions

Capability: is necessary to persuade an aggressor that the deterrer would respond to an attack

Credibility: is necessary to persuade an aggressor that the deterrer would respond to an attack

Communication: Communication is necessary to demonstrate that a deterr
and credible



Extended Deterrence

- Came out of the Cold War

- Built on a foundation of symmetrical alliance systems (is this true today?)
- Perceived as a continuum of security from conventional to nuclear

- Linking use of force in former to the potential for the latter

Was (is) the most difficult form of deterrence to make credible and to communi
- The so- called Tripewire was the answer




Space Deterrence

deterring harmful actions by whatever means
against national assets in space and assets that
support space operations (Krepon, 2016).

Concepts of nuclear deterrence have been well
developed.

In contrast, attention to space deterrence has
been sporadic during and after the Cold War

sparked mostly when anti-satellite (ASAT)
capabilities have been tested.

These concerns faded after the demise of the
Soviet Union, but have now revived with the
advent of China’s (and others) ambitious space
program and ASAT capabilities




Nuclear vs Space Deterrence

During Cold War, space deterrence was linked
to nuclear deterrence

Seen as precursor to nuclear attack

Space is now seen as a separate domain

(land- air- sea —cyber- space)

But with different characteristics and escalation
dynamics

In many ways, space is an Achilles' heel




Deterrence Thinking Outdated?

Advertent and Inadvertent escalation

Advertent Escalation:

Deliberate and sustained conventional attack to
alter balance of force in space

Inadvertent Escalation:

Occasional accidental attacks attacks to achieve
a conventional mission

- Both more likely now because space is relied
on for conventional missions and this gives
states incentive

- The greatest danger is operational and not
strategic



Key Findings: the bad néws',

"The para'dox 'fo’r’deterrence today is that while the United States has the mOSt advanced cyber
and space forces in the world, they neither deter our 0pponents generaIIy nor deter hostlle acts
specrflcally dlrected agalnst US (or allied) space assets o e
e e ¢ o
Threats by the Unlted States to use cyber or anti- sateII|te (ASAT) attacks will not deter because. |
,these attacks cause onIy I|m|ted damage and do not put opponents suff|C|entIy at r|sk '
,Threats by the Unlted States to use m|I|tary force to defend cyber or space assets WI|| aIso fa|I to.
deter because in peacetlme these threats are not credlble and in wartime, opponents are likely

to Judge that the benefits of an attack on cyber ol space assets will outwelgh the costs
-(Krepon and Thompson 2013) | | ;



Key Fi-ndings:thebad news,.

<Today in peacetlme adversarles W|II test the thresholds of provocatlon o.'f US NATO and EU
"capabllltles e - ' ' | | | |
leen the hlgh dependence of these assets in tlmes of cr|5|s opponents WI|| assume |t |s worth

attacklngthese assets . - Rl Lt e * F

A breakdown in space deterrence would most I|ker be the resuIt of adversary seeklng tactlcal
,advantage in conJunctlon W|th I|m|ted m|I|tary operatlons

.What is the appropriate response.and a‘gai'n‘s't what? - ... -



Key Findings: the bad news.
‘Lack of symmetrical alliance St‘ructurernakes response very risky .
Various ‘C_On.di’.ciOns make extended deterrence in space almost impossible

How can one enga-ge in ED on »beha'lf of an ally’s spaceaésets in the face of jar'nrning, d‘azzl-iLng e
ctc. - | 4 e ol S SR e e .

Problems ofAttrlbutlon _ e e Pl 0
- WasaIasertomterfereormeasure? L TR e .

Retallatory space attacks in purswt of deterrence (punlshment) opens up us and European ey
.|nfrastructure to retallat|on .‘ ) o



Key Findings: the good; n eWs;-
‘The ublqulty of space structure and the fraglllty of space systems creates a  .

degree of eX|stent|aI deterrence

As we are aII so dependent on space mfrastructure d|srupt|on gvery
escalatory |

So space deterrence should be tHought of as deterring war as a whole,
And,notdifferentfrom' general princi»p_l.e,s_o;f_.general deterrence' P

AII|es need to focus on capabllltles to wm battles and to flght through
unav0|dable attacks 5



',The focus for US EU and NATO i
Attrlbutlon Where dld the attack come from .

'ReversibilitY: arethese Iess esca I’atery
Re'Sil‘ieincei*t'O sustain attacks and respond .

Thresholds understandmg the I|ker breaklng pomts of
any attack L Elenr |



Space, European Strategic Autonomy and EU-NATO

e Galileo
 Enablers
 US investment in NATO

* The European ‘nuclear issue’ but would need true Space Situational
Awareness and Network-Centric capabilities for true EU Strategic
Autonomy
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Attacker Damage
Assessment

Collateral Damage

ADsI::::: Co-orbital
ASAT ASAT
Can be
Launch attributgd
site can be by trgcklng
attributed FUEE

known orbit;
Irreversible

Irreversible
or reversible,
depending
on
capabilities

Irreversible

Publicly May or
known, may not
depending  be publicly
on trajectory known
Near Near
real-time real-time

confirmation confirmation confirmation

of success of success

May or

may not

Orbital produce
debris could orbital
affect other debris

satellites affecting
in similar other

orbits satellites

in similar

orbits

Ground
Station
Attack

High Altitude
Nuclear
Detonation

Variable
attribution, Launch
depending site can be
on mode of attributed
attack

Irreversible Irreversible

May or
may not Publicly
be publicly known
known
Near Near real-time
real-time

confirmation

of success
of success

Ground Indiscriminate
station may effects
control from higher
multiple radiation
satellites, levels in orbit
potential for  that would
loss of life at persist for
the ground months or
station years

High-Powered

Laser

Limited
attribution

Irreversible

Only satellite
operator will
be aware

Limited
confirmation
of success
if satellite
begins to drift
uncontrolled

Could
leave target
satellite
disabled and
uncontrollable

Laser
Dazzling /
Blinding

Clear
attribution
of the laser’s
location at
the time of
attack

Reversible or
irreversible,
although
attacker may
not be able
to control

Only satellite
operator will
be aware

No
confirmation
of success

None,
only
damages
the target
satellite’s
sensors

High-
Powered
Microwave

Limited
attribution

Reversible or
irreversible,
although
attacker may
not be able to
control

Only satellite
operator will
be aware

Limited confir-
mation of suc-
cess if satellite
begins to drift
uncontrolled

Could
leave target
satellite
disabled and
uncontrollable

Uplink
Jamming

Modest
attribution,
depending
on mode of

attack

Fully
reversible

Only satellite
operator will
be aware

No
confirmation
of success

Only
disrupts
the signals
targeted
and possibly
adjacent
frequencies

Cyber—
Data
Intercept /
Monitoring

Cyber—
Data
Corruption

Downlink
Jamming

Spoofing

Modest Modest
attribution, attribution, Limited / Limited /
depending depending uncertain uncertain
on mode of on mode of attribution attribution
attack attack
Fully Fully Fully Fully

reversible reversible reversible reversible

Satellite

. Satellite Satellite Satellite
operator will
b operator operator operator
e aware, may N - N
and public  and public and public
or may not be
may not be may not be may not be
known to the
. aware aware aware
public
L|_m|ted_ Limited
confirmation N
. confir- Near Near
of success if = R R
R mation of real-time real-time
monitoring of = . A " A
success if confirmation confirmation
the local RF
. effects are of success of success
environment e
. . visible
is possible
Only
disrupts Only
the signals corrupts
targeted the specific None None
and possibly = RF signals
adjacent targeted

frequencies

Cyber—
Seizure of
Control

Limited /
uncertain
attribution

Irreversible
or reversible,
depending on

mode of attack

Satellite
operator
and public
may not be
aware

Near real-time
confirmation
of success

Could
leave target
satellite
disabled and
uncontrollable




.' -_‘Space deterrence is a mrsnomer there IS onIy deterrence Space aeeh

_ should be partofa W|der plcture in terms of who are we deterrlng, 0

~ why are we deterrlng them and what means are avallable to us to f
deter them W|th | e o a

-Space may be one of those means but the |dea that somehow we |
~ would expend scarce poI|t|caI and d|plomat|c capltal on S|gnaI|ng to ’

- adversarles that they shouId not take pot-shots at our satellites strikes !
? ‘me as a bit S|IIy and mlsses the whoIe pomt of deterrence wh|ch is, of s

: course to deter war
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